
Industry 4.0
Predictive maintenance portal www.eaton.eu/iot-cloud

Data collection - cloud-based 
analytics - enhanced productivity.
Build it in.
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For more details, please see our 
white paper on the topic. 

Industry 4.0: Our predictive maintenance 
portal for machinery and systems

With the predictive maintenance portal, Eaton offers a comprehensive 
service package for machine monitoring. The recorded data and other 
information can be individually displayed on both stationary and mobile 
display devices. The portal is aimed at machinery manufacturers who are 
looking to provide new services (in the form of service contracts, data 
visualization, analytics, etc.), as well as at plant managers who want to 
convert their production facilities into smart factories, with improved data 
collection and optimized maintenance.

The predictive maintenance portal is hosted on the Microsoft Azure 
cloud platform at a data center in Magdeburg, Germany, with our partner 
T-Systems acting as the German data trustee. An integrated map view 
facilitates the visualization of the various machine locations, while all 
current and historical data can be displayed using various pre-installed 
widgets. The display periods can be individually selected. The portal 
includes the following services: condition monitoring, anomaly detection, 
and the linear and quadratic prediction of values.

www.eaton.eu/iot-cloud
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What is a “smart factory”? 

Smart factories are the ultimate response to mounting costs, 
the need for ever shorter product cycles and the growing 
demand for customized products. Thanks to their digital 
infrastructure, which relies on machine-to-machine (M2M) 
communications, smart factories are able to continuously 
collect, analyze and visualize data while simultaneously 
performing predictive maintenance mechanisms. This  
makes their production processes faster, more cost-effective 
and better tailored to customer needs than those of 
conventional factories.

Optimized productivity!

Real-time status monitoring and anomaly detection are already 
standard practice in machinery today. But to further optimize 
productivity, it is necessary not only to react, but to act 
predictively. By developing predictive maintenance cycles 
based on real-time data from machines and production 
processes, firms are able to further reduce downtime, which 
allows them to realize additional efficiency gains. 

Data collection in new and existing machines  
made simple.

With Eaton’s cutting-edge automation technology, connecting 
new machines to the cloud poses no problem at all. Once the 
data have been transferred, they can be easily analyzed and 
processed without any adverse impact on the operation of the 
machinery. It is rare, however, for production facilities to be 
fully rebuilt and fitted with new machinery. And it is often 
existing the machinery in particular that harbors the greatest 
potential for process improvements.

Getting existing machines IoT-ready

Frequently, it is possible to make existing equipment IoT-ready 
by way of a retrofit intervention. Unfortunately, the necessary 
business case for justifying such a measure can quickly 
become uneconomical if the machine’s entire control system 
has to be replaced. This is where Eaton comes in: we offer  
a product that makes it possible to add a simple cloud 
interface, without the need for any intervention in the existing 
machine controls. This compact communications module can 
also be enhanced with the installation of additional sensors, 
with very little effort. 
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Step 1: Get your machine IoT-ready with intelligent 
components

Eaton’s comprehensive approach starts with an analysis of the 
environmental and process data that is generated inside and 
outside the switchgear. Smart devices such as variable 
frequency drives or servo drives transmit their data via a field 
bus connection. In this context, Eaton’s intelligent wiring 
system SmartWire-DT is the perfect option for connecting 
electronic motor starters, sensors or other field devices. All 
available data are either transmitted to the central control unit 
or to the display and operating panel, respectively. 

Step 2: Conveniently manage the transfer of your data  
to the cloud with GALILEO

Each customer application comes with different requirements 
for the data transfer to the cloud. With the GALILEO 
visualization software, the data can be easily structured before 
being transferred to the Azure cloud using the assigned 
structure. This significantly reduces the costs associated with 
setting up the dashboards in Azure. With GALILEO, the 
transfer rate for each sensor value can be individually defined 
and adjusted at any time. Should the data connection be 
interrupted, the generated messages will be automatically 
cached and then sent out with the correct time stamp once 
the connection is back up. 

Step 3: Connect your machine to the cloud

Once the machine data have been configured, they can be 
transferred into the cloud via the customer’s existing IT 
infrastructure. Eaton also has products in store for machines 
that lack the requisite IT connection: a fixed line DSL router or 
a GSM/LTE router, as well as data packets from a single 
source. In either case, our partner Deutsche Telekom has full 
control of the cloud connection and can intervene at any time, 
if necessary. 

In three steps 
to a smart 
factory cloud

The analytics can be accessed from any browser,

whether from your office PC or on the road using your 
smartphone or tablet. From now on, you will be able to access 
your machine data from anywhere. You can either generate 
ad-hoc analytics or download data in order to investigate any 
unusual events. Should you need any assistance with the 
interpretation of your data, our partner T-Systems and its team 
of experts stand ready to help. 

XC300PLC

XN300Remote I/O

XV300HMI



5EATON BR048003-EN

Receive up-to-date analytics directly from the 
cloud on your tablet at any time, to keep your 
production up and running or to optimize it. 

XV100 XC152XV300HMI/PLC HMI/PLC

Ethernet CAN SWD Wiring

Circuit protection Starting the motorsOperation

PLC

Actuators Input/output

www

DSL GSM / LTE
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HMI and HMI/PLC product highlights

Eaton's XV series of operating and control devices stands out, 
with its elegant design, high degree of precision and multi-
touch operation (XV300 series). The devices thus respond to 
the needs and habits of the next generation of users. Various 
interfaces also make it easy to connect them inside the 
machine. Ethernet, USB (host and device), RS232, RS485 and 
CAN are standard in all XV300 devices. Optionally, they can 
also be connected to SmartWire-DT. 

Alerts can be defined for any values that exceed or fall below 
certain thresholds, and even for a sequence of interdependent 
values. All recorded data can be downloaded for additional 
analytics at any time. 

Visualization at the highest level – managing cloud 
communications

GALILEO provides an engineering environment that is 
intuitive, powerful and yet easy to master, while also meeting 
all the requirements of on-site machine operation. This Eaton-
developed visualization software has been designed to meet 
the needs of any industry, and it thus offers integrated project 
planning for all XV devices and PC runtime solutions. Project 
engineers always have the full functionality of GALILEO at 
their disposal, without any limitations regarding screens or 
nested variables.

The GALILEO cloud license, meanwhile, allows users to 
manage communications with the cloud. Assigning data to  
the data structures in the cloud is very simple, irrespective  
of whether they originate with the PLC itself or with any 
separately connected sensor or smart device. Their 
subsequent assignment to user groups is equally quick  
and intuitive.

The scalable map view displays the exact location and status 
of all connected systems, anywhere in the world. Any pending 
alarms are displayed in color-coded format.

The dashboard displays of live data will vary, depending on the 
user’s access rights. The dashboard includes various graphs, 
texts and diagrams – which are equally accessible from a PC,  
tablet or smartphone.

Users will have access to the recorded data via clear and 
concise diagrams, with display periods that can be freely 
selected. And rather than burdening users with the need to 
tackle big data analytics, the portal automatically handles a 
wide range of analytic tasks: anomaly detection, statistical 
distribution, value prediction. 

A portal with many possibilities  
analytics included
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Complete packages for connecting the machine  
to the cloud

From the individual configuration of the cloud portal interface, 
to customized data packets and the actual hardware for 
transferring the data: Eaton offers an all-in-one product from  
a single source. We will be with you every step of the way, 
from advice on how to structure your data to support with 
bringing your machine online, wherever it is installed.

Predictive maintenance*
Products and services

 
Short description

 
Billing mode

Software

 

GALILEO license for cloud connectivity GALILEO license for connection to the Azure cloud. 
Easy structuring and assignment of the data. Automatic 
storage in case of connection failure

per device

Fees for using the portal
“10K” cloud data package; monthly fee 10,000 sensor values per day monthly
“100K” cloud data package; monthly fee 100,000 sensor values per day monthly
“1M” cloud data package; monthly fee 1 million sensor values per day monthly
“10M” cloud data package; monthly fee 10 million sensor values per day monthly

Set-up fees 
Initial client set-up fee Set-up of the client account Option to connect various 

machine and system types
once per client

Basic package Copying and saving the configuration from the Eaton 
gateway (e.g. GALILEO), registration of 1 device; 
1 standard dashboard (6 tiles / 15 elements, no 
customization) 1 standard data report (no customization); 
online introduction

once per client

Basic Plus package Set-up of a customized dashboard (30 data points);  
set-up of a customized report; configuration of alerts

once per client

Package for set-up of an additional  
machine type

Set-up of an additional machine type; integration of the 
data points into the dashboard (30 data points max.)

once for each additional 
machine type

Connection of the machines and systems
Mobile router

INSYS EBW-L100 1.0 – LTE industrial router Pre-configured LTE industrial router for connecting  
machines and systems to the Eaton PDM portal

once per machine

INSYS EBW option: LTE magnetic  
base antenna 

LTE magnetic base antenna for the INSYS industrial 
router [frequencies (MHz): 900; 1,800; 2,100; 2,600]

once per machine

INSYS EBW option: LTE outdoor  
wall-mount antenna

LTE outdoor wall-mount antenna for INSYS industrial 
router [frequencies (MHz): 900; 1,800; 2,100; 2,600]

once per machine

INSYS EBW option: 5-meter extension cable Five-meter extension cable to connect the magnetic 
antenna / outdoor antenna to the INSYS industrial router

once per machine

Fixed line router
DSL fixed line router with 4G fallback This router is only certified for use in Germany once per smart factory

Managed VPN
VPN access per machine, with  
managed firewall

VPN access with managed firewall and protected 
administration of access rights

monthly

* currently pilot projects only 



Superior products and services for 
machine builders worldwide
Eaton offers compact and complex systems for 
machines and installations worldwide.

Our products help our customers achieve tangible 
improvements in productivity and profitability, 
with machines and installations that are:

• simpler, more compact and more economical
• more reliable
• more energy-efficient
• safer

We supply the electrotechnical components for all parts of the 
machine. Our circuit protection products will help you improve 
the protection of people and assets. Our intelligent wiring 
system SmartWire-DT enables users to connect electrical 
and hydraulic devices, from controllers to sensors, thereby 
reducing costs and increasing system availability. Our best-in-
class products, ranging from simple pushbuttons to innovative 
multi-touch HMI/PLCs, will allow you to operate and control 
machines in an ergonomic manner. Our modern motor starters 
and drive systems complete our portfolio of products for 
safer, more reliable and more energy-efficient operation.

For more information, please visit www.eaton.eu
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