
EXPERIENCES OF A GLOBAL ELECTRICAL MANUFACTURING 
ENTERPRISE: THE JOURNEY TO BECOME INDUSTRY 4.0 READY 

 
David B. Durocher 
Senior Member, IEEE 

Eaton Corporation 
26850 SW Kinsman Road 

Wilsonville, OR 97070   
USA 

DavidBDurocher@eaton.com 
 

Lyle Sprinkle 
Member, IEEE 

Eaton Corporation 
1000 Cherrington Parkway 
Moon Township, PA 15108   

USA 
LyleESprinkle@eaton.com  

 
Abstract - One challenge for electrical system design 

engineers in the process industries is assuring real time 
information is accessible to plant operators who need this 
to assure mill processes run safely, reliably and efficiently. 
Network enabled process systems offer an abundance of 
available data, but most data rarely qualifies as useful 
information. This paper will present a case study outlining 
the experience of a global electrical power distribution and 
control manufacturer that recently made significant 
investments to upgrade electrical systems at existing 
circuit breaker manufacturing and assembly factories with 
a focus on leveraging emerging applications for the 
Industrial Internet of Things (IIoT). The paper will outline 
details of the capital investment, decisions on systems 
and processes selected in the planned facility upgrade, 
and technologies deployed in the manufacturing 
environment to assure systems were IIoT ready. Metrics 
outlining operational improvements following the IIoT 
upgrade and lessons learned after project completion will 
be reviewed. Finally, based on practical experience from 
the case study and understanding of industry processes, 
a review of ideas on how IIoT can be scaled-up to apply in 
a process industry environment will be discussed.   

 

Index Terms – Industry 4.0, digital transformation, process 
control, digital factory, operational efficiency, cybersecurity, 
predictive maintenance 

I. INTRODUCTION 

It seems nearly every industry conference and periodical are 
now actively promoting Digital Transformation and focusing on 
Industry 4.0. One recent industry conference offered 
participants technology updates on a broad array of topics 
including smart sensors, artificial intelligence, robots and 
drones, augmented and virtual reality, cybersecurity, and 
additive manufacturing. According to the World Economic 
Forum, by 2025, digitalization in one industry will reduce 
emissions of CO2 by 610 million tons, allow data collection 
usage increase between 1-5 percent and prevent 44,000 
injuries, saving as many as 1,000 lives. It sounds like wonderful 
things are just around the corner for global industry 
applications, but what do these changes really mean and how 
can the industry execute to take advantage of this paradigm 
shift?  

Don’t feel badly if you missed the first three revolutions – 
most of us were not around back when these took place. For 
the record: The first industrial revolution was in the late 18th 
century when steam engines and hydraulic power offered 

power generation that drove early gains in productivity and 
industrialization. The second revolution was early in the 20th 
century when the commercialization of electricity transformed 
manufacturing – the assembly line came of age and electrical 
energy drove staggering gains in productivity. The third 
industrial revolution began in the 1970’s and ended around the 
year 2000 when computers and the internet enabled 
automation, delivering instant access to information used for 
enhanced decision-making. Today’s fourth industrial revolution 
is characterized by a transition from the manual, sequential 
value chain in manufacturing to an information rich digital core 
enabled by new developments in smart sensors, cloud 
computing and the Industrial Internet of Things  

II. IT’S NOT THAT SIMPLE 

Clearly, the world has now entered our fourth industrial 
revolution, and in fact many businesses are advertising that 
they have already arrived. Regretfully, it’s not that simple. Many 
users in the industry are working hard to find a way to leverage 
a wealth of readily accessible digital data to extract the right 
information that can then be used to improve operations. This 
is not just about adding technology to the existing model. True 
digital transformation will involve the much more difficult task of 
rethinking the current business model and applying this to a 
new platform supported by 21st century technologies. And what 
of the issue regarding the upgrade of existing systems that are 
compatible with the new world of digitalization?  

Today’s electrical infrastructure across all industries includes 
machines supported by power distribution and control 
assemblies that were installed decades ago. These are the 
backbone of manufacturing systems and they were built to last. 
There is no easy business case to be made to replace 
functioning legacy systems simply for the sake of installing new 
technology. However, as described in this paper, there are 
case studies where new technology has assisted plant owners 
in extending the life of older electrical systems through retrofit 
with new sensors and condition monitoring. Well planned and 
executed life extension retrofits of electrical systems of existing 
facilities deliver access to a wealth of data, supported by 
software and communications that accurately extracts the right 
information to track the health and performance of assets to 
allow predictive maintenance schedules to be implemented.  

III. CASE STUDY OF ONE MANUFACTURING PLANT 

The authors’ employer is a power management company 
with a global manufacturing footprint in the electrical, hydraulic, 
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vehicle and aerospace markets. With a 100+ year history and 
over 200 operating plants worldwide, most every site has been 
in operation for decades. Existing legacy electrical systems in 
existing plants are generally not IIoT ready, so implementation 
to move toward digital optimization was a costly proposition. 
The business leaders perceived that benefits derived from 
implementation of IIoT across the portfolio of manufacturing 
facilities would include improvements in safety and operational 
efficiency, along with reductions in downtime, maintenance 
costs and overhead. One leading business driver included 
operating cost reduction via reduced power consumption, along 
with an opportunity to enhance worker performance, 
manufacturing competitiveness and improved sustainability. In 
an environment of tight labor availability, the company targeted 
a handful of plants as pilot sites for IIoT implementation.  

To get the process started, a multi-disciplined leadership 
team was assembled using both corporate and operational 
resources. The team consisted of engineers and business 
leaders with expertise in control and distribution systems, 
sensors, metering and network communications, process 
optimization/industrialization and business systems. The team 
met on multiple occasions to review company global 
manufacturing sites, benchmarking their current performance 
based on the identified business drivers. Ultimately, the group 
agreed to focus on plants that could realize the most significant 
short-term benefit following an investment to upgrade plant 
electrical infrastructure to be IIoT ready. The manufacturing site 
selected for review in this case study is a low-voltage circuit 
breaker assembly plant in Puerto Rico. The site has been 
operational since the 1970’s, currently operating three shifts 
per day and employing nearly 1,000 workers. Due in part to a 
recent history of severe weather impacting the electrical 
infrastructure of this Caribbean island, the rising cost of 
electrical energy was a primary focus for this site. The multi-
disciplined team worked with plant leadership to develop a   
business case, documenting that implementation of Industry 
4.0 would deliver a reasonable return on business investment, 
then corporate funding was made available to upgrade systems 
at the plant with a fast track completion schedule of 6 months 
from the date of approval and notice to proceed.  

A. Case Study Site Digital Transformation 

The multi-disciplined team realized that the availability of real 
time operational data would be a key driver in moving the 
selected plant forward in its digital transformation journey. In 
addition to the goal to better manage energy costs, the team 
also wanted to implement a positive step change in process 
operational efficiency. Plant operations at the site realized that 
most business metrics were hand recorded, scribed multiple 
times and therefore not available for real-time data analysis. 
Fig. 1 shows a typical plant floor production white board and 
erasable markers that were used to track machine availability, 
product production and quality. In many cases, the manual 
entries were also recorded on spreadsheets and imported into 
the business Enterprise Resource Planning (ERP) systems. 
The project team carefully recorded the tracked business 
metrics with an eye toward improving systems that would 
replace manual production recording methods with real time 
operational data.  

The project implementation team certainly understood the 
importance of leveraging technology as an enabler in every 
decision to upgrade existing systems. The group realized there  

 
 

Fig. 1: White board originally hand-recorded business metrics 
at the case study plant 

  
were many areas where addition of new technologies would 
offer a wealth of available operational data and selecting the 
right ones would be critically important. However, the team also 
understood that given the current 24/7 operations of the 40+ 
year old existing assembly plant, it was not practical to consider 
wholesale replacement of the existing electrical infrastructure. 
This would of course be cost prohibitive, but a more important 
consideration was disruption of manufacturing for an active and 
vital production facility. Considering the host of available new 
technology areas for electrical upgrades, some were 
considered better for retrofit versus others that would be best 
considered for replacement. Below is a summary of the 
selected electrical upgrades for the case study site along with 
the rationale behind the technology selected.   

1) Multi-Function Metering: The existing plant metering 
consisted predominantly of sparsely distributed, legacy analog 
metering devices. Historic disciplines across plant operations 
included several assembly areas where personnel were 
deployed to record meter readings, often to trend energy use. 
There was effectively no real time operational data related to 
energy usage in the plant, so events such as unusual 
voltage/current excursions resulting in an overload or trip 
condition were not visible. Today’s multi-function digital meters 
have effectively replaced legacy analog metering devices 
which are fundamentally obsolete. These have been replaced 
by low-cost, more accurate digital metering with superior 
functionality and integrated communications technology. 
Revenue class digital meters accurate to +/- 0.20% in 
accordance with American National Standards Institute 
C12.20-2015 were applied at the utility point of service to 
validate utility billing. Monitoring of electrical parameters is 
similar to traditional analog meters including phase currents, 
voltages, watts, vars, power factor, etc. In addition, a host of 
additional monitored parameters and functionality such as 
harmonic spectra, power demand, event logging, waveform 
capture and local memory are typical capabilities, enabling the 



digital meter to function as a network enabled data historian by 
leveraging on-board memory. High-end digital meters installed 
at the point of service can be combined with lower cost digital 
submeters to establish “energy owners” in various process 
areas of the production facility. These together with a user 
interface can serve as a facility wide energy management 
system as outlined in [1]. Where possible, existing current and 
voltage transformers serving legacy analog meters were 
reused to support network enabled multifunction digital meters.   

2) Variable Frequency AC Motor Drives: As explained 
previously, energy efficiency was the primary driver in selecting 
the subject circuit breaker assembly plant as one of the first 
across the company enterprise for Industry 4.0 implementation. 
Several of the larger electrical loads in the plant were low-
voltage AC motors with centrifugal fans and pumps as the 
driven load. The project team identified several applications 
where flow modulation was accomplished using dampers and 
valves. These mechanical devices could easily be replaced by 
variable frequency AC motor drives (VFDs). For the identified 
centrifugal loads, the energy in consumed horsepower (HP) 
using VFDs would be reduced by the speed cubed as defined 
by well-known and understood Affinity Laws [2].  Several 
articles have documented application of VFDs in controlling the 
speed of centrifugal fans and pumps as a method to save 
energy. Legacy systems including mechanical flow control 
devices were replaced with variable speed control, allowing for 
more accurate flow management at a greatly reduced energy 
footprint. The site electrical upgrade included the addition of 
over 30 variable frequency drives. In most cases, a wall-
mounted drive was installed near the driven motor load and 
upstream circuit protection was from a circuit breaker in an 
existing motor control center making this a low installed cost 
retrofit. EtherNet/IPTM network communication cards were 
included in all drives added to the system. Even for smaller 
horsepower ratings, the latest designs of this product include a 
host of functionality such as monitoring (voltage, current, 
power), protection (overcurrent, under load, under voltage) and 
health (run time, trip logs) that were not available in legacy 
systems installed when the plant was first commissioned. An 
opportunity for plant operators to gather more data as a part of 
the Industry 4.0 initiative. 

3) Motor Management Relays: For induction motors 
requiring fixed speed control, legacy across the line motor 
starters consisting of an electro-mechanical contactor and 
thermal sensing relay for motor overload protection were 
upgraded by replacing the thermal sensing relay. Legacy motor 
protection at the plant included relays that detected a higher 
temperature of a resistive element in the motor current circuit 
to detect a possible motor overload condition. Historically, 
thermal sensing motor overload relays have included a melting 
eutectic alloy or bi-metal device for motor protection. These 
were replaced in 54 locations with a current design motor 
management relay, coupled with the existing electro-
mechanical contactor which was reused. As shown in Fig. 2, 
this consisted of a measurement module that includes on-board 
functionality to collect real-time phase current and voltage 
measurements. Integral current transformers allow for three-
phase power conductors to simply connect between the 
switching contactor and three-phase motor terminals. Voltage 
terminations are also made at the measurement module. A 
base control module monitors system voltage and current 
parameters at the measurement module using an on-board 

microprocessor responsible for multifunction motor monitoring 
plus control/protection and network enabled connectivity. An 
optional user interface module can also be applied if local 
control and monitoring is desired. Like the variable frequency 
drive, retrofit installation of the motor management relay into 
existing control panels at the plant was a straightforward 
system upgrade. Modification of existing motor control centers 
required additional consideration due to applicable industry 
standards including UL 845 [3]. A detailed review of 
considerations regarding low-voltage motor control center 
replacement versus upgrade decisions can be found at [4]. The 
newly installed motor management relays added the capability 
to monitor a host of electrical system values, along with 
protective operational data and equipment health functionality 
in a small, network communication ready package. Available 
real time data beyond legacy motor protective relays including 
under-voltage, under-load and pump cavitation with metering 
of phase voltages, amperes and power in Watts and Vars is 
considered a positive. Multiple communication network options 
were available. The site selected EtherNet/IPTM so easy 
connections could be made to Ethernet switches and newly 
installed network gateways. 
 

 
 

Fig. 2: Block diagram of a new motor management relay 
 

4) Integral Circuit Breaker Racking: In some cases, 
decisions to install site electrical upgrades are inspired by 
factors other than improved energy or operational efficiency. 
Recent changes in electrical workplace safety standards 
including the NFPA70E-2018 [5] outline new requirements 
regarding the need to perform an onsite risk assessment prior 
to performing energized electrical work. Because the risk 
assessment includes a review of both the likelihood and 
severity of injury from an arc flash event, manual racking of 
medium voltage circuit breakers is quickly becoming an 
unaccepted practice, now being replaced by stand-alone 
universal racking devices or integral motorized remote racking. 
Today, some commercially available offerings are designed as 



a retrofit able to replace manual racking circuit breaker cell 
parts with an updated integral motor operator. This allows 
operators to work from outside the calculated flash protection 
boundary as defined in NFPA70E-2018 during breaker racking, 
connecting or disconnecting the breaker from the energized 
bus. Racking is accomplished from a pendant station or 
remotely via a network connection. Newer remote isolation 
systems applied for overland conveyors tested to Functional 
Safety Standard IEC-61506 based on Safety Integrity Level 2 
(SIL 2) can now be installed using legacy medium voltage 
switchgear and a motorized racking retrofit [6] 

B. Case Study Results & Lessons Learned 

New equipment including multi-function point of service 
meters and submeters, variable frequency drives, soft-start 
motor controllers, motor management relays and Ethernet 
gateways collecting real time data from 73 areas on the factory 
floor were installed. The factory wide area network (WAN) was 
also upgraded to support the additional data. Results from this 
effort were promising with over US $815,000 in first year 
savings obtained – less than a 2-year payback on the original 
investment which was in line with the business return on 
investment targets. Most savings were attributed to energy 
reduction on the order of 12% in the plant molding production 
line, 15% in the punch press and plating line and nearly 30% in 
the building HVAC systems. Perhaps more important than the 
energy savings was a positive step change in process 
operational efficiency. Business metrics that were previously 
hand recorded were replaced by flat screen monitors that 
displayed machine availability, manufacturing performance and 
component quality. These three metrics multiplied together 
deliver an Overall Equipment Effectiveness performance 
measure as shown in Fig. 3. The facility, which was once 
presumed to be operating at efficiencies well above 70 percent 

was at times operating well below these efficiency levels. The 
root cause of most efficiency loss was attributed to machine 
availability. Several months after Industry 4.0 implementation, 
a purchase requisition to add an additional punch press at the 
facility was put on hold. Collected operational data showed 
availability of existing plant machines was the issue, so 
purchasing a new machine was not necessary.  

Lessons learned by the company in completing pilot site 
implementation of Industry 4.0 were many. First, up-front 
preparation time prior to implementation was a critical element 
in success of the project. Also, planned production scheduling 
conflicts were anticipated, but the scope of work and time for 
commissioning was extensive due to the 24/7 operation of the 
plant which impacted the project schedule. Deployment of a 
multi-disciplined team from the business assured there was 
little ramp-up time that would have otherwise been necessary 
by an outside contractor not familiar with the business 
manufacturing disciplines, people and processes. It was also 
advantageous to deploy talent from outside the plant 
operations organization as a large mix of skills were required 
for effective implementation, and necessarily these resources 
needed to be de-coupled from plant daily operations. Because 
virtually all system upgrades involved network connected 
products, a robust plan to upgrade firewalls and network 
security with installed systems that were tested to UL Standard 
2900-2-2 [7] was a necessary component of success. The 
issue of cybersecurity is discussed in a following section of this 
paper.  

For the initial project, all operational data was uploaded to a 
secure cloud computing service provider providing fault 
protection, unlimited storage for analytical study, and disaster 
recovery. After a year of operation, most members from both 
the project team and operations leadership agreed that future

 

 

Fig. 3: Factory floor display showing real time Operational Efficiency metrics 



roll-outs could be just as successful through edge-processing 
to provide real-time analytics and real-time action/response 
information to operators and plant management while still 
allowing long-term data analytics, enterprise integration and 
storage to be completed in the cloud [8]. 

IV. A NOTE CONCERNING CYBERSECURITY 

In the authors’ opinion, an important issue related to the 
successful implementation of Industry 4.0 in a new or existing 
industrial facility is cybersecurity. Perhaps one of the most 
famous security breaches in recorded history took place on 
December 23, 2015 when three independent electrical 
distribution companies in the country of Ukraine were subjected 
to cyber-attacks. Over the course of just a few hours, over 
225,000 Ukrainian residents lost power. The attackers 
demonstrated a variety of capabilities beginning first with 
phishing emails, ultimately manipulating Microsoft Office 
documents that contained necessary malware to gain a 
foothold into the Information Technology (IT) business 
networks of the target utility companies. From there, user 
credentials were harvested to hack into system, ultimately 
using virtual private networks (VPNs) to gain access to the 
industrial control system (ICS) network. The VPNs into the ICS 
from the business network lacked two‐factor authentication, 
allowing the adversary to use remote access capability of the 
native systems to gain administrative privileges to the ICS 
environment. The attackers also used telephone systems to 
generate thousands of calls to the utility call centers, denying 
access to customer incoming calls to report outages. Details of 
the cyber-attack in Ukraine are included in a March 2016 report 
issued by the Electricity Information Sharing and Analysis 
Center (E-ISAC) in Washington D.C. [9].  

Perhaps the most significant learning from this well-
orchestrated large scale cyber-attack in the Ukraine was the 
relative ease in which the attackers gained access to the ICS 
network. Where IT business networks have historically relied 
on robust encryption and data security to protect systems from 
attack, ICS networks have traditionally been configured with a 
focus on operational efficiency including availability, reliability 
and safety. Neither the system components nor the ICS 
networks were designed with robust firewalls that prevent 
unauthorized access to the system.  

Although the proliferation of networks exponentially elevates 
the risk of cyber-attack, any product with embedded logic is 
vulnerable. The product may not be connected to a network, 
but it could be protecting an asset. A stand-alone laptop 
computer with a USB connected device is one example. 
Recognizing this risk is a first step toward users understanding 
that before buying any product, one aspect in considering 
product quality is cybersecurity.  

Cybersecurity incidents present increased business risk. As 
a result, process industry users are now requiring that suppliers 
provide evidence that the products sold comply with industry 
cybersecurity standards. Today, most major suppliers including 
the authors’ company recognize that one aspect of product 
quality is cybersecurity. To greatly reduce the risk that the 
integrity is compromised, strict procedures are maintained as a 
part of the product development process, assuring 
cybersecurity features are embedded as a part of the design. 
Although cybersecurity industry standards are still somewhat 
new, in mid-2017 one globally recognized testing organization, 

Underwriter’s Laboratories (UL), first published standard 2900 
focused on General Requirements for Software Cybersecurity 
for Network-Connectable Products. Guidelines outlined in the 
Standard include processes to test and certify network-
connected products meet the Standard’s cybersecurity criteria. 
This Standard includes UL 2900-1 Software Cybersecurity for 
Network Connectable Products, UL 2900-2-1 Cybersecurity for 
Healthcare Products and UL 2900-2-2 Cybersecurity for 
Industrial Control Systems. The authors’ company first 
collaborated with UL in 2018 and during that year, an in-house 
lab was constructed and approved as a part of a UL Client Lab 
Validation Program. Conformance to the program requires 
demonstration via lab tests to assess products for security 
software weaknesses, vulnerabilities and malware prevention 
before achieving listing by the UL Cybersecurity Data 
Acceptance Program. The lab includes the capability to test 
products with intelligence or embedded logic to key aspects of 
the UL 2900-1 and UL 2900-2-2 Standards, assuring that all 
tested components are compliant with industry cybersecurity 
requirements before being installed in critical field systems. 

Electrical products installed at datacenters, utilities and 
process industrials need to be hardened. The expectation of 
any buyer purchasing a product should be that one of the most 
relevant aspects of quality should be cybersecurity. Product 
manufacturers must embed cybersecurity by design and 
include this in any new product development. It is important to 
realize that not just network connected products are at risk, but 
any product with embedded logic is vulnerable. The product 
may not be connected to a network, but it could be protecting 
an asset. UL cybersecurity standards and manufacturer 
collaboration to establish UL approved vendor in-house testing 
labs are new to the industry. One additional cybersecurity 
standard of note is IEC 62443 [10] which was originally 
introduced by the International Society of Automation (ISA). As 
of this writing, the IEC62443 has only has 3 standards with 
schemes for independent assessment including: 

 
 IEC 62443-2-4 (requirements for Service Providers) 
 IEC 62443-3-3 (requirements for Systems)  
 IEC 62443-4-1 (requirements for Product Development) 

 
Unlike the UL Standard, vendors can claim conformance via 

self-certification or as an option, with third-party testing. 
Cybersecurity System conformance based on IEC 62443-3-3 
does not require that all components of the system be tested 
for compliance if an element of the system, such as a firewall, 
demonstrates total system compliance. No doubt that 
cybersecurity standards from both UL and IEC will one day be 
harmonized to support what appears to be continuous and 
exponential growth of network connected products across the 
global industries.  

V. FUTURE TRENDS FOR THE INDUSTRY 

The case study plant was able to successfully plan and 
execute Industry 4.0. One key element of the success was 
deployment of a multi-disciplined project team that carefully 
considered the many limitations associated with installing 
network enabled upgrades in an existing manufacturing facility. 
In an active production environment, it is often not practical to 
install technology via a wholesale changeout of the electrical 
systems. In the case study, a primary business driver to reduce 



operating costs based on improving energy efficiency pushed 
the project implementation plan toward installation of variable 
frequency drives: a proven and well understood energy 
solution. Most process industries have already “done their 
homework” around energy efficiency. The next frontier in 
driving improvements in operational productivity based on 
reduced maintenance costs. 

The current maintenance model deployed across many 
process industry users would best be described as preventive 
maintenance. This involves a routinely scheduled rotational 
outage when existing electrical assets are de-energized, 
cleaned, tested and repaired. Fig. 4 shows a diagram of the 
hierarchy of maintenance strategies regarding both efficiency 
and effectiveness. This begins with Reactive or run to failure. 
There are some applications where this approach is 
acceptable, but typically this does not apply in an operating 
process environment. Preventive maintenance is shown as a 
more efficient and effective approach, but there are significant 
limitations. Recent studies including [11, 12] have 
demonstrated that 82% or assets that fail during operation, fail 
randomly. This suggests that maintaining every electrical asset 
in a manufacturing facility would be an effective strategy only 
18% of the time. Condition Based maintenance can be 
implemented manually based on equipment operators making 
the rounds to check on-line sensors on given machinery, but 
the approach is both cost prohibitive and ultimately not effective 
because the collected data will not be real time. The confluence 
of advancements in big data, low-cost cloud computing, and 
advanced analytics has enabled a new era where analytics can 
first be used to effectively implement condition based 
maintenance whereby assets are serviced only when they need 
to be. From there, advanced analytics allow for systems to 
“learn” a known good state and this will drive operations toward 
a Predictive maintenance model where impending failure can 
be predicted in advance. Finally, Prescriptive maintenance 
strategies are in place when operators focus maintenance 
activities on the asset projected to soon fail, performing this 
maintenance at a prescribed schedule that does not disrupt 
production.  
 

 
 

Fig. 4: Hierarchy of Maintenance Strategies 
 

Of course, the use of analytics to predict machine failure is 
nothing new to most process industries. Today’s paper 
machine drives system or steel rolling mill includes hundreds of 
on machine sensors supported by a distributed control system, 
making decisions in real time to assure operational efficiency, 
reliability and safety. The use of analytics to support the 

electrical infrastructure of power distribution and control 
systems that support these processes is something new.  

One example of best practices in deploying available 
technologies in this area is described in [13].  This outlines a 
case study involving on-line partial discharge (PD) monitors 
installed on two 49 megawatt (MW), 13.8 kilovolt turbine 
generators at a paper mill in Alberta, Canada. The on-line 
monitor measured low level discharges in millivolts and 
picocoulombs, effectively used as a measure of the machine’s 
winding insulation. High levels of phase resolved partial 
discharges in phase C of one generator stator winding caused 
site maintenance to pull the rotor of the suspect machine during 
a scheduled outage. A manufacturing defect of the stator where 
the phase A and C conductors were routed with insufficient 
clearance was causing corona build-up and insulation 
breakdown. The area was cleaned and repaired, and the 
machine was then returned to service following the scheduled 
outage. Partial discharge levels returned to normal as shown in 
Fig. 5. Though this case study is an example of a well-executed 
prescriptive maintenance practice that was implemented well in 
advance of the Industry 4.0 era, this serves as one of many 
 

 

 
 

Fig 5: Above; before and after PD pulse count. Below; stator 
winding corona and PD activity return to normal after repair 

  



excellent examples. The installed technology collected PD data 
via an on-board memory card. This device includes network 
connectivity, so PD data could have been aggregated to a mill 
server or to the cloud, but this was not a necessity. One 
business driver for the installation was the very high value of 
the asset. If the 49 MW stator winding had failed, a stator 
rewind would have taken 3 months for completion. The cost of 
the repair plus the lost opportunity in generating electrical 
energy to support the mill was estimated at over U.S. $4 million. 

One additional example where technology has shifted 
significantly, opening the door for application of Industry 4.0 in 
plant electrical systems is around circuit protection. As 
discussed in previous sections of this paper, motor overload 
protection for legacy systems generally included a mechanical 
sensor that used the heat produced by the resistance of a 
conductive element in the current path as a measure of a 
possible motor overload. Legacy circuit breakers that also used 
similar methods have been replaced with microprocessor-
based protection offering a host of data points that can be used 
for health monitoring and predictive diagnostics. Electronic trip 
units applied in both molded-case and low-voltage power circuit 
breakers have seen significant advancements [14] in the past 
few years.  Fig. 6 shows a recently introduced molded case 
circuit breaker, tested to global standards with a host of data 
recorded in real time while the breaker is in operation. This 
circuit breaker could be applied in a typical distribution 
switchboard manufactured and tested to UL891, or its low-
voltage power circuit breaker counterpart that would be applied 
in a low-voltage switchgear assembly manufactured and tested 
to UL1558. The common component for all ratings is the 
electronic trip unit (ETU). This offers new protective features 
such as multiple load alarms and ground fault alarms with IIoT-
ready embedded communications and onboard metering. A 
breaker health algorithm is included as part of the standard 
offering. This algorithm tracks and records the number and 

 

 
 

Fig 6: New design molded case circuit breaker with electronic 
trip unit. 

magnitude of circuit interruptions, operating temperature, run 
time and other parameters to determine the estimated 
remaining life of the circuit breaker before it is recommended to 
be replaced. The manufacturer’s instructions suggest a 
threshold level of remaining life before replacement. Perhaps 
more important than the breaker health algorithm is the wealth 
of real-time electrical information available from a protective 
device serving a single load. In a typical industrial plant, literally 
thousands of these devices are applied as in the power 
distribution system. It would be cost prohibitive for any business 
to replace legacy systems across an existing facility with these 
new devices, but as legacy systems approach their end of life 
and are replaced, newer devices offer great promise for any 
business beginning a journey to an Industry 4.0 future. VI. 

VI. CONCLUSIONS 

Demographic studies suggest that the world is becoming 
more urban, more connected and more electrified. Today, 
many traditional manufacturing industries are working hard to 
find a way to leverage a wealth of now readily accessible digital 
data to extract and use the right information to improve 
operations. This is not just about adding technology to the 
existing model. True digital transformation will involve the much 
more difficult task of rethinking the current business model and 
applying this to a new platform supported by 21st century 
technologies. This transformation offers great opportunity. It is 
an exciting time for us all.  

The path forward in many cases will not require a wholesale 
replacement of existing systems which is both cost prohibitive 
and simply impractical. Instead, a carefully planned program to 
upgrade existing systems is a good beginning course providing 
new insights on how to more intelligently manage power. 
Investment in a facility with a well-defined business case and a 
high probability of success led to a successful financial 
payback. The case study site of the global electrical 
manufacturer described in this paper was a good Industry 4.0 
implementation site for these reasons. Users should also look 
to high value assets where making a transition toward 
predictive or prescriptive maintenance strategies will generate 
the highest business value. Selecting a site with solid and well 
understood business systems is a prerequisite before 
beginning any project. Finally, choosing suppliers and partners 
with extensive technology-based product portfolios and 
experience of Industry 4.0 execution in their own manufacturing 
facilities is a must, assuring they are both qualified and capable 
to assist any user toward their digitalization transformation 
future. Those who do not start, will not have a chance to learn. 
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